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The ProblenX

It isimpossiblgo keepdata secureand privateK Sy 2y S
keep track ofvhat they have, where it is and what its value Is .
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Government and Business Survelllance

ISN'T IT GREAT?
WE HAVE TO
PAY NOTHING
FOR THE BARN

YEAH!
AND EVEN
THE FOOD

IS FREE

FACEBOOK AND YOU

If you're not paying for it, you're not the customer. You're the product
being sold.

“Facebook™ Would Like to
Access your Heart Rate

WWRF 39, 1820th Oct'17
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Timeline: From Directive to Regulatin

CEUD SafeHarbour

Irst ata between Fi | GDPR

Protection 1998 ELVJV & USs 2009 e ?or? EOSSFSQ 2015 adopted AL
Directive

launched by the EU
s s ssscscco o> >ooos>s: s s s o-sos-r:sooroo s> s»ho-ooosa o »»

Data Protection First consultation SafeHarbour GDPR will
Directive come into on updating EU

. d _ replaced with come into
orce ata protection Pri Shield f
1995 2000 | | taws 2012 e 2016 o

First European Union Data Protection Directive to General Data Protection Regulation
A more definitive meaning of privacy; especially information privacy

WWRF 39, 1820th Oct'17 4
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Regulation

A The main goal of the regulation isoild and/or increase trusin the EU citizens in using digital
services.

A The regulation is carefully designed in coherendth EU Digital Market Strategy

A Ambition: To produce right incentives for the services to flourish by providing trustworthy infrastructure
supported by the right regulation.

A Theregulation is seemsa modernization of thgrotection of the processing of personal déta
cover the legislative gaps created by the rise of social media, big data and increasingly digital
world.

A The regulation extends the definition pérsonal datato any information relating to an
individual, such as name, photo, an email address, bank details, posting on social networking
GS0aAlSaAaT YSRAOFE AYF2NNIFOGAZ2Y 2N I O2 YLzl SNX
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Preliminaries of the Regulation

A Personal datadAnyinformation relating to andentified or identifiable naturgbersoré

A Personal data is categorized@smmon Datand Sensitive or Special Categories of personal dataEthnic origin, religious
belief and even political opinions.

A Controller:aNaturalor legal person, public authority, agency or other bwjlych alone,or jointly with

/\

20KSNE> RSUSNNAYSA GKS LJZNIJZ3S FYR YSIya 2F GF

A A controller is usually service provideto which the user provides their information.
A A controller decides thiype of data collection, kind of processing and the storage of.data
A 1f any 39 party data processors are involved, controller makes sure that they comply with the regulation.

A ProcessoréNaturalor legal person, public authority, agency or other body which processes personal
data on behalf of the controlle&r

A The entities areontractedby the controllers to process personal data information.

A Processingany operation or set of operations which is performed on personal data or on sets of
personal data, whether or not by automated means,
A suchas collection, recording, organization, structuring, storage, adaptation or alteration, retrieval, consultation, use,

disclosure by transm|SS|on dissemination or otherwise making available, alignment or comblnatlon restrlctlon erasure or
RS& NﬁzOuxzyTs




«

AALBORG UNIVERSITY
DENMARK

Personally Identifilable Information (PII)

A Definition: o
AGtLL Aa lyeée AYF2NXIFGAZ2Y Fo62dzi 'Yy AYRAOQGARdzZ €
1. anyinformationthat can he used tijstinguist2 NJ G NI OS I y A, gueh\agnaiRedsodiaksacurit VSB}/G
ydzYOSNE RFIUGS YR LI IFOS 2F OANUKZ Y2UKSNWa YIFARS )

2. any other informationthatifinked or linkahle to an individugduch as medical, educational, financial, and

SYLX 28YSyid AYT2NNIOA2Y ®¢
A Examples of PII:
AName& &dzOK & FdzZt yIFYSET YIFARSY YIFYSE Y2iKSNX
A Personalidentificationnumb®&r & dzOK | & &2 O0OAFf aSOdzNAGe& ydzYo ¢
license number, taxpayer identification number, or financial account or credit card numbeér
A Address informationsuch as street address or email address

A Personal characteristicicluding photographic image (especially of face or other identifying
characteristic), fingerprints, handwriting, or other biometric data (e.g., retina scan, voice
signature, facial geometry)

A Information about an individuahat is linked or linkable to one of the above (e.g., date of birth,
place of birth, race, religion, weight, activities, geographical indicators, employment information,
medical information, education information, financial information).
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APrivacy by Desigrany service or business process that make use of personal
data must take the protection of such data into consideration.

A Taking privacy into account during the whole IT life cycle of the process or system
development

A Ex., Concept Development, Analysis, Design, Implementation, Testing and Evaluation

APrivacy by Defaultanyservice or business proceissits default setting
protects the user against any privacy risks.

A A privacyrespecting default would not allow an extended functionality of the
product, unless the user explicitly chooses it.




Privacy Impact Assessment

Concept Analysis
Development

Privacy Design Strategies

WWRF 39, 1820th Oct'17
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Using Riek¥=N to Make (((

Technology B Disappear oeNMARK

Snips is an Al-powered voice assistant you can add to your products. It
runs on-device and is Private by Design.

12 7 471 assistants created so far!

DuckDuckGo

«® Lightbeam
§,27%,0 Telegram - i

o . a new era of messaging
Secure communication. Full privacy.

WWRF 39, 1820th Oct'17 10
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General Data Protection Regulation (GDPR)

AThe roots of GDPRgoes®A NR U 9 dzZNR LISIFY dzy A2y RI OF

AMany concepts and principles in the regulation are much as same as in the
directive.

A Article 50f the regulation discussesx privacy principle@ecedents from Data
Protection Directive) to guide how enterprises can manage personal data.
A Theseprinciples can be seen as duties of enterprises to comply with the regulation
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Six Privacy Principles of GDPR and comparist
with the directive

WWRF 39, 1820th Oct'17 12



HHHHHHHHHHHHHHHHH

Lawfulness, fairness and transparency

APersonal data should be processed fairly and legallyJser should be informed
what their personal data will be used for.

AArticle 6, EU data directiva&:it SNA2Y I f RIGF &aK2dzZ R 0S
f I oFdzf £ & €

AArticle 5, GDPRx t S NA 2 yhbistbe ftdcessed lawfully, fairly and in a
transparentmanneh y NBf I GA2Yy G2 GKS RIGF &adze

A Difference: Additional care when designing and implementing data processing
activities.

A Lawful processing and conditions for processing data




The person To fulfil or Thereisa
gave explicit prepare a legal obligation
consent contract (excluding a contract)

O O

U

To save someone’s
life or In a

medical situation

There Is some other

legitimate Interest

(excluding public authorities)

To carry out a

public function

Source: GDPR, A guide to compliance: Vinci Wo

WWRF 39, 1820th Oct'17 14
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Limited for Its purpose

A Data collected for one purpose should not be used for any other purpose.
A Theprinciple states same in directive and in tregulation

oPersonal data may only be collected for specmed explicit and legitimate purposes and must not be
further processedinamannétratA & AY O2YLI GAO0f S GAGK (GK232
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Data minimization

A Service Provideshould only process the personal data that it actually needs to process in order
to achieve its processing purposes.

A Article 6, EU data directivé t SNB 2y I £ Rl 0l Ydzd 6S | RSljdzd aSs
NEfFIAZ2Y (02 0KS LldzN1L}2asSa F2N gKAOK GK2aS RI(
A Article 5, GDPRJpdatesii KS LINA Yy OA LX S T NRIYA N 2SR SED S HBDIDE &7

Difference:

Fromimplementation perspective, enterprises will carefully need to look into their data processing
operation to check if they process any personal data that are not strictly necessary in relation to the
purposes.
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Accuracy

A Data controllers should take appropriate steps to maintain the accuracy of
personal data and keep it up to date.

ANo change from directive to regulation.
A Principlestatesthat:

oPersonal data must be accurate and, where necessary, kept up to date. Every
reasonable step must be taken to ensure that personal data that are inaccurate are
either erased or rectified without delay
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Retention

A Any data that camdentify data subjects should not be kept longer than is necessary for the
purposes for which the personal data are processed.

Getrid of data, if you no longer need it
A Directivestates

oPersonal data must be kept in a form that permits identification of data subjects for no longer than
IS necessary for the purposes for which the data were collected or for which they are further
processed. Member States are obliged to implemapptopriate safeguardgor personal data
stored for longer periods ftiistorical, statistical or scientific u$e

A Regulation addedio two new factors,

A Specific provisions on the processing of personal data for historical, statistical or scientific purposes.
AdwA3aKid G2 0S FT2NH2GGSYy¢ 6KSNB RIFIGlF adzeSOu KI €
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Integrity and Confidentiality

A Controller needs to take appropriate measures to keep personal data secure
against any external or internal threats

ANo change in the principle from the Directive to Regulation.

¢ t S NAaaymlust be processed in a manner that ensures appropriate security of those data,
Including protection against unauthorized or unlawful processing and against accidental loss,
destruction or damage, using appropriate technical or organizational mea®dres

AGDPR explicitly mentions data security is a fundamental obligation of all
controllers

A Sort of 7t Principle Accountability

A Principlestates that the data controller is responsible and must be able to demonstrate, compliance
with the six privacy principles.
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New Initiatives

WWRF 39, 1820th Oct'17 20
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New Initiatives

A Consent &ransparencyé! y& FTNBSf & 3IAGSY ALISOATAO AYyT2NY:
RIGl &dzo 2S00 Oiimoghlerabi &siaterdait ombiK dle@rffirmative action, S|gn|f|es )
FANBSYSYd G2 GKS LINRPOS&ZaAy3 2F LISNBR2YFt RFGL

A One of the most important elements for ensuring compliance with the regulation.

A Change from Directive : unambiguous, where the users perform an affirmative action for the actual processing of
personal data for the specific purpose.

A O2yasSyid I yR OKAfRNBy GKSNE GKS NB3IdzE A2y aidal asS
GSNATFALFTOES LI NByGalrt 02yaSyid Aa NBt§dzA NER T2 NJ dzaS 2

A Data Sensitivitg Classification of data into tweategories, commodataand special categories
of data also referred to as sensitidata (Genetic and Biometric).

A Significanthanges from the directive teegulation: Memberstates classified data based on their own local data
dataprotection regulationsex:,., in Denmark personal data was classified into three different categories: normal,
sensitive angemisensitive.

A Pseudonymisatiog A method of securing personal dataprivacy enhancing technique of
pr%cessmg personal data in sughvay that itcan no longer be attributed to a specific data
subject

a O~k
F oI



Not consent:

D

QDO

A pre-ticked box

Silence or inactivity

Complex or technical language

Tied to a contract

Bundled with consent for other purposes

Will be detrimental to the individual if
they do not give consent or withdraw it

Source: GDPR, A guide to compliance: Vinci Works

Consent (((

& Separate from any other parts of a form AALBORG UNIVERS
or contract

Specific consent for each activity to be
undertaken with the data

o

€ Authorised by a parent for someone
under 16 years old

o

Explicitly given to process sensitive data
as well as personal data

Example:

0 oo

If you do not wish to receive further
marketing information from us,
please tick "opt-out’

RIGHT

Tick If you would like to receive
iInformation about our products and
special offers by post | by email (|
WWRF 39, 1820th Oct'17 by telephone (| by text (4 | by fax (4



HHHHHHHHHHHHHHHHH

New Initiatives Enhanced Data Subjegtgyhts

ATheright to be forgotten(Article 17)
A Datasubject has the right to have their information deleted in certain situations.
A Once the subjects exercise their rights, controller is obliged to delete their personal data.
ALF GKS RFEOF A& 2y (0KS LWzt AO R2YIFAY GKSYy A
who also process same data, must delete the data.

AData Portability: Allowsdata subjects to request copies of their personal data in
a useful electronic format
G ¢ K S suRjectidhall have the right to receive the personal data concerning him or her,
which he or she has provided to a controller, istiictured,commonlyused and machine

readable format and have the right to transmit those data to another controller without
hindrance from the controller to which the personal data have been prowded.

AThe right not to beprofiled: automatic processing of personal data, which is
Intended to evaluate certain personaspects.

A Regulation introducea new right where data subjects will not be automaticpligfiled.
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New Initiatives Duties of controller and processor:.::

Entities involved in personal data handimgcollection, processing, storing requires to implement a
varietyof measures.

A Privacyby design & privacy by defaulta (i éoBtroller should adoptinternal policies and implement_
YSI adzNBa 6KAOK YSSU Ay REFEGF LINPGSOGAZ2Y o0& RSaA3TY

A Technical solution includgseudonymisatioand encryption of data.

A Privacy impactissessmentsA process that helps organizations identify and minimize priisks.
A Regulation requires PIA to include

A Descriptionof the processing activitieandassessmenprocessing, identify risks, mitigate those risks, security techniques to
protect data and compliance with the regulation.

A Data Protection office(DPO)

A A person with the responsibility to ensure protection of personal data and compliance with the regulation

A A controller or a processor shall appoint a DPO if they are Public authaitiesterprise whose core activity is regular and
systematic monitoring of data subjects or an enterprise whose core activity is processing of sensitive data or crindsal recor

A Data Breach\otification: Controller is obligated to notify supervisory authority in case of any data
breaches, which could comprise personal data

A Obligation forProcessorAssisO2 Y U NPt £ SNJ G2 FdzZf FAf | ydzYoSNI 2F (0 F

A The relationship between a controller and processer is contractual.
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New Initiatives

A Transfer to 3 CountriesPersonal data of EU citizens can be transferred@c@intries by using
standard contracts.

A EU US privacy shielda framework between united states and European union for transatlantic exchanges of
personal data for commercial purposes.

A Onestop-shop and Consistenayechanism Conceptwhere businesses are established in more
than one Member state

A Lead authoritydetermined by the place of its main establishmenEid.

A In the case of enterprises under investigations, they do not have to submit to multiple investigations for the same
case.

A Fines &Penalties The supervisory authorities are empowered to impose significant fines to the
controllers and processors failing to comply with the regulation.
A Two tiers of fines

A lower level of fine can be up 10 million euro or in the case of an undertaking up to 2% of the total worldwide annualturnove
whichever is the greater

A higher level can be up to 20 million euro or, in the case of an undertaking, up to 4% of the total worldwide annual turnover,
whichever is the greater
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Privacy Protection Objectives

A Privacyspecific protection objectives

A Unlinkability; Ensure that privacyelevant data cannot be linked across domains that are constituted by a
common purpose and context.

A Unlinkabilityis related to the principles of necessity and datmimisationas well as purpose binding
A Mechanisms: Physical separation, encryption, usage of different identifiers, access control, anonymization and
pseudonymistayiom
A TransparencyEnsure thaiprivacyrelevant data processing including the legal, technical and organizational
setting can be understood and reconstructed at any time.
A Transparency is related to the principles concerning openness and it is a prerequiaitedantability.
A Mechanisms: logging and reporting, an understandable documentation covering technology, organization, |
NESalLlRZ2yaAoAtAuUASaZ UKS az2dzNOS O2RSZ LINAGI Oe L2t AOASa
A Intervenability; Intervention is possible concerning all ongoing or planned priveleyant data processing,
in particular by those persons whose data are processed
A Intervenabilityh & NBf F 4GSR (2 0KS LINAYOALX Sa OrgfficeS8aNand efa3urehof/ RA O A R
data, the right to withdraw consent or the right to lodge a claim or to raise a dispute to achieve remedy

A MechanismsEstablishegbrocesses for influencing or stopping the data processing fully or partially, manually
overturning an automated decision
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