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The Problem Χ

It is impossibleto keepdata secure and private ǿƘŜƴ ƻƴŜ ŎŀƴΩǘ 
keep track of what they have, where it is and what its value is .. 
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Government and Business Surveillance  
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Timeline: From Directive to Regulation Χ..

First European Union Data Protection Directive to General Data Protection Regulation

A more definitive meaning of privacy; especially information privacy
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Regulation

ÅThe main goal of the regulation is to build and/or increase trust in the EU citizens in using digital 
services. 

ÅThe regulation is carefully designed in coherence with EU Digital Market Strategy 
ÅAmbition:To produce right incentives for the services to flourish by providing trustworthy infrastructure 

supported by the right regulation. 

ÅThe regulation is seen as a modernization of the protection of the processing of personal data to 
cover the legislative gaps created by the rise of social media, big data and increasingly digital 
world. 

ÅThe regulation extends the definition of personal data to any information relating to an 
individual, such as name, photo, an email address, bank details, posting on social networking 
ǿŜōǎƛǘŜǎΣ ƳŜŘƛŎŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ƻǊ ŀ ŎƻƳǇǳǘŜǊΩǎ Lt ŀŘŘǊŜǎǎΦ 
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Preliminaries of the Regulation 

ÅPersonal data:άAny information relating to an identified or identifiable natural personέ
Å Personal data is categorized as Common Dataand Sensitive or Special Categories of personal dataex., Ethnic origin, religious 

belief and even political opinions.  

ÅController:άNatural or legal person, public authority, agency or other body which, alone or jointly with 
ƻǘƘŜǊǎΣ ŘŜǘŜǊƳƛƴŜǎ ǘƘŜ ǇǳǊǇƻǎŜ ŀƴŘ ƳŜŀƴǎ ƻŦ ǘƘŜ ǇǊƻŎŜǎǎƛƴƎ ƻŦ ǇŜǊǎƻƴŀƭ Řŀǘŀέ
Å A controller is usually a service provider to which the user provides their information. 

Å A controller decides the type of data collection, kind of processing and the storage of data. 

Å If any 3rd party data processors are involved, controller makes sure that they comply with the regulation. 

ÅProcessor:άNatural or legal person, public authority, agency or other body which processes personal 
data on behalf of the controllerέ
Å The entities are contractedby the controllers to process personal data information. 

ÅProcessing:any operation or set of operations which is performed on personal data or on sets of 
personal data, whether or not by automated means, 
Å such as collection, recording, organization, structuring, storage, adaptation or alteration, retrieval, consultation, use, 

disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or 
ŘŜǎǘǊǳŎǘƛƻƴΤέ 
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Personally Identifiable Information (PII)

ÅDefinition:
ÅάtLL ƛǎ ŀƴȅ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ŀƴ ƛƴŘƛǾƛŘǳŀƭ ƳŀƛƴǘŀƛƴŜŘ ōȅ ŀƴ ŀƎŜƴŎȅΣ ƛƴŎƭǳŘƛƴƎ 

1. any information that can be used to distinguishƻǊ ǘǊŀŎŜ ŀƴ ƛƴŘƛǾƛŘǳŀƭΨǎ ƛŘŜƴǘƛǘȅ, such as name, social security 
ƴǳƳōŜǊΣ ŘŀǘŜ ŀƴŘ ǇƭŀŎŜ ƻŦ ōƛǊǘƘΣ ƳƻǘƘŜǊΨǎ ƳŀƛŘŜƴ ƴŀƳŜΣ ƻǊ ōƛƻƳŜǘǊƛŎ ǊŜŎƻǊŘǎΤ ŀƴŘ 

2. any other information that is linked or linkable to an individual, such as medical, educational, financial, and 
ŜƳǇƭƻȅƳŜƴǘ ƛƴŦƻǊƳŀǘƛƻƴΦέ

ÅExamples of PII:
ÅNameΣ ǎǳŎƘ ŀǎ Ŧǳƭƭ ƴŀƳŜΣ ƳŀƛŘŜƴ ƴŀƳŜΣ ƳƻǘƘŜǊΨǎ ƳŀƛŘŜƴ ƴŀƳŜΣ ƻǊ ŀƭƛŀǎ
ÅPersonal identification numberΣ ǎǳŎƘ ŀǎ ǎƻŎƛŀƭ ǎŜŎǳǊƛǘȅ ƴǳƳōŜǊ ό{{bύΣ ǇŀǎǎǇƻǊǘ ƴǳƳōŜǊΣ ŘǊƛǾŜǊΨǎ 

license number, taxpayer identification number, or financial account or credit card number
ÅAddress information, such as street address or email address
ÅPersonal characteristics, including photographic image (especially of face or other identifying 

characteristic), fingerprints, handwriting, or other biometric data (e.g., retina scan, voice 
signature, facial geometry)
ÅInformation about an individualthat is linked or linkable to one of the above (e.g., date of birth, 

place of birth, race, religion, weight, activities, geographical indicators, employment information, 
medical information, education information, financial information).
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ÅPrivacy by Design: Any service or business process that make use of personal 
data must take the protection of such data into consideration. 
ÅTaking privacy into account during the whole IT life cycle of the process or system 

development 
ÅEx., Concept Development, Analysis, Design, Implementation, Testing and Evaluation

ÅPrivacy by Default:Any service or business processin its default setting 
protects the user against any privacy risks. 

ÅA privacy-respecting default would not allow an extended functionality of the 
product, unless the user explicitly chooses it. 
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General Data Protection Regulation (GDPR)

ÅThe roots of GDPR goes to "ŦƛǊǎǘ 9ǳǊƻǇŜŀƴ ǳƴƛƻƴ Řŀǘŀ ǇǊƻǘŜŎǘƛƻƴ ŘƛǊŜŎǘƛǾŜ έ

ÅMany concepts and principles in the regulation are much as same as in the 
directive. 

ÅArticle 5of the regulation discusses six privacy principles (decedents from Data 
Protection Directive) to guide how enterprises can manage personal data. 
ÅThese principles can be seen as duties of enterprises to comply with the regulation
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Six Privacy Principles of GDPR and comparison 
with the directive 
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Lawfulness, fairness and transparency

ÅPersonal data should be processed fairly and legally ie., User should be informed 
what their personal data will be used for. 

ÅArticle 6, EU data directive: άtŜǊǎƻƴŀƭ Řŀǘŀ ǎƘƻǳƭŘ ōŜ ǇǊƻŎŜǎǎŜŘ ŦŀƛǊƭȅ ŀƴŘ 
ƭŀǿŦǳƭƭȅέ

ÅArticle 5, GDPR: άtŜǊǎƻƴŀƭ Řŀǘŀ mustbe processed lawfully, fairly and in a 
transparent manner ƛƴ ǊŜƭŀǘƛƻƴ ǘƻ ǘƘŜ Řŀǘŀ ǎǳōƧŜŎǘέ

ÅDifference: Additional care when designing and implementing data processing 
activities. 

ÅLawful processing and conditions for processing data 
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Source: GDPR, A guide to compliance: Vinci Works 
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Limited for its purpose

ÅData collected for one purpose should not be used for any other purpose. 

ÅThe principle states same in directive and in the regulation

άPersonal data may only be collected for specified, explicit and legitimate purposes and must not be 
further processed in a manner that ƛǎ ƛƴŎƻƳǇŀǘƛōƭŜ ǿƛǘƘ ǘƘƻǎŜ ǇǳǊǇƻǎŜǎΦέ 
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Data minimization

ÅService Provider should only process the personal data that it actually needs to process in order 
to achieve its processing purposes.

ÅArticle 6, EU data directive: άtŜǊǎƻƴŀƭ Řŀǘŀ Ƴǳǎǘ ōŜ ŀŘŜǉǳŀǘŜΣ ǊŜƭŜǾŀƴǘ ŀƴŘ ƴƻǘ ŜȄŎŜǎǎƛǾŜ ƛƴ 
ǊŜƭŀǘƛƻƴ ǘƻ ǘƘŜ ǇǳǊǇƻǎŜǎ ŦƻǊ ǿƘƛŎƘ ǘƘƻǎŜ Řŀǘŀ ŀǊŜ ŎƻƭƭŜŎǘŜŘ ŀƴŘκƻǊ ŦǳǊǘƘŜǊ ǇǊƻŎŜǎǎŜŘέΦ 

ÅArticle 5, GDPR: Updates ǘƘŜ ǇǊƛƴŎƛǇƭŜ ŦǊƻƳ άƴƻǘ ŜȄŎŜǎǎƛǾŜΦΦΦέ ǘƻ άƭƛƳƛǘŜŘ ǘƻ ǿƘŀǘ ƛǎ ƴŜŎŜǎǎŀǊȅ ΦΦΦέΦ

Difference:

From implementation perspective, enterprises will carefully need to look into their data processing 
operation to check if they process any personal data that are not strictly necessary in relation to the 

purposes. 
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Accuracy

ÅData controllers should take appropriate steps to maintain the accuracy of 
personal data and keep it up to date. 

ÅNo change from directive to regulation. 

ÅPrinciple states that: 

άPersonal data must be accurate and, where necessary, kept up to date. Every 
reasonable step must be taken to ensure that personal data that are inaccurate are 

either erased or rectified without delayέ
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Retention

ÅAny data that can identify data subjects should not be kept longer than is necessary for the 
purposes for which the personal data are processed. 

Get rid of data, if you no longer need it.

ÅDirective states 

άPersonal data must be kept in a form that permits identification of data subjects for no longer than 
is necessary for the purposes for which the data were collected or for which they are further 

processed. Member States are obliged to implement appropriate safeguards for personal data 
stored for longer periods for historical, statistical or scientific useΦέ

ÅRegulation added to two new factors, 

ÅSpecific provisions on the processing of personal data for historical, statistical or scientific purposes. 

ÅάwƛƎƘǘ ǘƻ ōŜ ŦƻǊƎƻǘǘŜƴέ ǿƘŜǊŜ Řŀǘŀ ǎǳōƧŜŎǘ ƘŀǾŜ ǘƘŜ ǊƛƎƘǘ ǘƻ ŜǊŀǎǳǊŜ ƻŦ ǇŜǊǎƻƴŀƭ ŘŀǘŀΦ
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Integrity and Confidentiality

ÅController needs to take appropriate measures to keep personal data secure 
against any external or internal threats.

ÅNo change in the principle from the Directive to Regulation. 

έtŜǊǎƻƴŀƭ data must be processed in a manner that ensures appropriate security of those data, 
including protection against unauthorized or unlawful processing and against accidental loss, 

destruction or damage, using appropriate technical or organizational measuresΦέ

ÅGDPR explicitly mentions data security is a fundamental obligation of all 
controllers.

ÅSort of  7th Principle : Accountability 
ÅPrinciple states that the data controller is responsible and must be able to demonstrate, compliance 

with the six privacy principles. 
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New Initiatives 
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New Initiatives 

ÅConsent &Transparency -ά!ƴȅ ŦǊŜŜƭȅ ƎƛǾŜƴ ǎǇŜŎƛŦƛŎ ƛƴŦƻǊƳŜŘ ŀƴŘ ǳƴŀƳōƛƎǳƻǳǎ ƛƴŘƛŎŀǘƛƻƴ ƻŦ ǘƘŜ 
Řŀǘŀ ǎǳōƧŜŎǘΩǎ ǿƛǎƘŜǎ ōȅ ǿƘƛŎƘ him or her, by a statement or by clear affirmative action, signifies 
ŀƎǊŜŜƳŜƴǘ ǘƻ ǘƘŜ ǇǊƻŎŜǎǎƛƴƎ ƻŦ ǇŜǊǎƻƴŀƭ Řŀǘŀ ǊŜƭŀǘƛƴƎ ǘƻ ƘƛƳ ƻǊ ƘŜǊέ
ÅOne of the most important elements for ensuring compliance with the regulation.
ÅChange from Directive : unambiguous, where the users perform an affirmative action for the actual processing of 

personal data for the specific purpose.

Å άŎƻƴǎŜƴǘ ŀƴŘ ŎƘƛƭŘǊŜƴέ ǿƘŜǊŜ ǘƘŜ ǊŜƎǳƭŀǘƛƻƴ ǎǘŀǘŜǎ ǘƘŀǘ ŦƻǊ ƻƴƭƛƴŜ ǎŜǊǾƛŎŜǎ ǿƘƛŎƘ ǊŜƭȅ ƻƴ ŎƻƴǎŜƴǘ ǘƻ ǇǊƻŎŜǎǎƛƴƎΣ 
ǾŜǊƛŦƛŀōƭŜ ǇŀǊŜƴǘŀƭ ŎƻƴǎŜƴǘ ƛǎ ǊŜǉǳƛǊŜŘ ŦƻǊ ǳǎŜ ƻŦ ŀ ŎƘƛƭŘΩǎ όǳƴŘŜǊ мсύ ǇŜǊǎƻƴŀƭ data.

ÅData SensitivityςClassification of data into two categories, common data and special categories 
of data also referred to as sensitive data (Genetic and Biometric).
ÅSignificant changes from the directive to regulation: Member states classified data based on their own local data 

dataprotection regulationsex:, ., in Denmark personal data was classified into three different categories: normal, 
sensitive and semi-sensitive. 

ÅPseudonymisationςA method of securing personal data. A privacy enhancing technique of 
processing personal data in such a way that it can no longer be attributed to a specific data 
subject. 
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Source: GDPR, A guide to compliance: Vinci Works 
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New Initiatives - Enhanced Data Subjects Rights

ÅThe right to be forgotten(Article 17)
ÅData subject has the right to have their information deleted in certain situations. 
ÅOnce the subjects exercise their rights, controller is obliged to delete their personal data. 
ÅLŦ ǘƘŜ Řŀǘŀ ƛǎ ƻƴ ǘƘŜ ǇǳōƭƛŎ ŘƻƳŀƛƴ ǘƘŜƴ ƛǘ ƛǎ ŎƻƴǘǊƻƭƭŜǊǎΩ Řǳǘȅ ǘƻ ŜƴǎǳǊŜ ǘƘŀǘ ƻǘƘŜǊ ŎƻƴǘǊƻƭƭŜǊ 

who also process same data, must delete the data. 

ÅData Portability: Allows data subjects to request copies of their personal data in 
a useful electronic format. 

ά¢ƘŜ Řŀǘŀ subject shall have the right to receive the personal data concerning him or her, 
which he or she has provided to a controller, in a structured, commonly used and machine-

readable format and have the right to transmit those data to another controller without 
hindrance from the controller to which the personal data have been provided.έ 

ÅThe right not to be profiled: automatic processing of personal data, which is 
intended to evaluate certain personal aspects. 
ÅRegulation introduces a new right where data subjects will not be automatically profiled.
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New Initiatives - Duties of controller and processor
Entities involved in personal data handlingie., collection, processing, storing requires to implement a 

variety of measures.

ÅPrivacy by design & privacy by default: άǘƘŜ controller should adopt internal policies and implement 
ƳŜŀǎǳǊŜǎ ǿƘƛŎƘ ƳŜŜǘ ƛƴ Řŀǘŀ ǇǊƻǘŜŎǘƛƻƴ ōȅ ŘŜǎƛƎƴ ŀƴŘ Řŀǘŀ ǇǊƻǘŜŎǘƛƻƴ ōȅ ŘŜŦŀǳƭǘέΦ 
Å Technical solution includes pseudonymisationand encryption of data. 

ÅPrivacy impact assessments:A process that helps organizations identify and minimize privacy risks.
Å Regulation requires PIA to include 

Å Descriptionof the processing activitiesand assessmentprocessing, identify risks, mitigate those risks, security techniques to 
protect data and compliance with the regulation.

ÅData Protection officer(DPO)
Å A person with the responsibility to ensure protection of personal data and compliance with the regulation

Å A controller or a processor shall appoint a DPO if they are Public authorities, an enterprise whose core activity is regular and 
systematic monitoring of data subjects or an enterprise whose core activity is processing of sensitive data or criminal records.

ÅData Breach Notification:Controller is obligated to notify supervisory authority in case of any data 
breaches, which could comprise personal data

ÅObligation for Processor:Assist ŎƻƴǘǊƻƭƭŜǊ ǘƻ ŦǳƭŦƛƭ ŀ ƴǳƳōŜǊ ƻŦ ǘƘŜ ŎƻƴǘǊƻƭƭŜǊΩǎ ƻōƭƛƎŀǘƛƻƴǎ
Å The relationship between a controller and processer is contractual.
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New Initiatives 

ÅTransfer to 3rd Countries:Personal data of EU citizens can be transferred to 3rd countries by using 
standard contracts.
ÅEU- US privacy shield, a framework between united states and European union for transatlantic exchanges of 

personal data for commercial purposes. 

ÅOne-stop-shop and Consistency mechanism: Concept where businesses are established in more 
than one Member state
ÅLead authority determined by the place of its main establishment in EU.
Å In the case of enterprises under investigations, they do not have to submit to multiple investigations for the same 

case.

ÅFines & Penalties: The supervisory authorities are empowered to impose significant fines to the 
controllers and processors failing to comply with the regulation.
ÅTwo tiers of fines 

Å lower level of fine can be up 10 million euro or in the case of an undertaking up to 2% of the total worldwide annual turnover, 
whichever is the greater

Å higher level can be up to 20 million euro or, in the case of an undertaking, up to 4% of the total worldwide annual turnover,
whichever is the greater
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Privacy Protection Objectives 

ÅPrivacy-specific protection objectives 
ÅUnlinkability; Ensure that privacy-relevant data cannot be linked across domains that are constituted by a 

common purpose and context. 
ÅUnlinkabilityis related to the principles of necessity and data minimisationas well as purpose binding.

ÅMechanisms: Physical separation, encryption, usage of different identifiers, access control, anonymization and 
pseudonymistayiom. 

ÅTransparency; Ensure that privacy-relevant data processing including the legal, technical and organizational 
setting can be understood and reconstructed at any time.  
Å Transparency is related to the principles concerning openness and it is a prerequisite for accountability.

ÅMechanisms: logging and reporting, an understandable documentation covering technology, organization, 
ǊŜǎǇƻƴǎƛōƛƭƛǘƛŜǎΣ ǘƘŜ ǎƻǳǊŎŜ ŎƻŘŜΣ ǇǊƛǾŀŎȅ ǇƻƭƛŎƛŜǎ  ΧΧ 

ÅIntervenability; Intervention is possible concerning all ongoing or planned privacy-relevant data processing, 
in particular by those persons whose data are processed. 
Å Intervenabilityƛǎ ǊŜƭŀǘŜŘ ǘƻ ǘƘŜ ǇǊƛƴŎƛǇƭŜǎ ŎƻƴŎŜǊƴƛƴƎ ƛƴŘƛǾƛŘǳŀƭǎΩ ǊƛƎƘǘǎΣ ŜΦƎΦ ǘƘŜ ǊƛƎƘǘǎ ǘƻ rectification and erasure of 

data, the right to withdraw consent or the right to lodge a claim or to raise a dispute to achieve remedy.

ÅMechanisms: Established processes for influencing or stopping the data processing fully or partially, manually 
overturning an automated decision
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